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things to enhance network scalability and navigability. However, with increased openness and mobility of intelligent
objects, there are rising security risks related to information security and reliable service delivery, which poses a
significant challenge to the SIoT. Trust is a critical factor in providing secure and reliable services. Therefore, a new
trust assessment model was proposed from the perspective of social relationships. A trust transfer algorithm was
proposed based on the explicit social relationships and potential features between nodes. The algorithm can tap and
establish the implicit social relationships among nodes to solve the SIoT sparsity and cold start problem.
Additionally, the social relations were fine-grained and divided to build a single-relationship sub-network. Multiple
single-relationship sub-networks were fused to build a multiple-relationship composite network. Thus, the impact of
multiple dynamically changing social relationships among nodes on trust evaluation can be effectively fused. The
comprehensive trust assessment of intelligent objects was conducted based on three indicators: direct trust, indirect
recommendation trust, and service satisfaction. The experimental results on real smart city datasets demonstrate the

model’s robustness in non-sparse and sparse network scenarios. It can effectively evaluate trusted and untrusted

objects in the network and improve the accuracy and convergence of trust evaluation.
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Figure 1 Multi-relationship composite network structure
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Figure 3 Trust evaluation of a randomly selected good node
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Table 3 Analysis of trust evaluation of good nodes in non-sparse environments

- B RER b 22 ATk 72
SCRR[11] SCHR[12] SCRR[13]  ASC SCER[11] SCER[12] SCRR[13] ASC SCHR[11] SCRR[12] SCRR[13] A
(1,10) 0.696 0.711 0.8 0.779 0.051 0.067 0.057 0.048 0.304 0.289 0.2 0.221
(11,200 0.745 0.781 0.854 0.869 0.005 0.005 0.001 0.004 0.255 0.219 0.146 0.131
(21,30)  0.755 0.793 0.854 0.881 0 0 0.001 0.002 0.245 0.207 0.146 0.119
(31,40)  0.755 0.793 0.851 0.885 0 0 0.002 0.002 0.245 0.207 0.148 0.115
(41,50)  0.755 0.793 0.848 0.891 0 0 0 0 0.245 0.207 0.152 0.109
(51,60)  0.767 0.805 0.853 0.916 0.012 0.013 0.005 0.026 0.233 0.195 0.146 0.084
(61,70)  0.782 0.823 0.861 0.954 0 0 0.001 0.002 0.218 0.177 0.139 0.046
(71,80)  0.783 0.826 0.864 0.956 0.002 0.002 0.002 0 0.217 0.174 0.137 0.044
(81,90)  0.785 0.829 0.868 0.957 0 0 0 0 0.215 0.171 0.131 0.043
(91,100)  0.791 0.832 0.873 0.958 0.004 0.007 0.001 0.001 0.209 0.168 0.127 0.042
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Table 4 Analysis of trust evaluation of good nodes in sparse environments

e R B b e 7= Rk 7=
SCER[1L] SCHR[12] STHR[13] AL STHR[11] SCHR(12] SCHR(13] EN'S SCHR[11] SCHR[12] SCER[13] A
(1,100 0.301 0.378 0.625 0.494 0.037  0.036 0.025 0.112 0.699 0.622 0.375 0.506
(11,200 0375 0.391 0.692 0.768 0.014 0014 0.007 0.029 0.625 0.609 0.308 0.232
(21,30)  0.393 0.419 0.701 0.854 0.001 0.001 0.002 0.009 0.607 0.581 0.299 0.146
(31,40) 0389 0414 0.696 0.863 0.004  0.003 0.003 0.005 0.611 0.586 0.303 0.137
(41,50) 0387  0.393 0.679 0.88 0.003  0.003 0.002 0.002 0.613 0.607 0.321 0.12
(51,60)  0.391 0.393 0.675 0.887 0.002  0.004 0.003 0.009 0.609 0.607 0.325 0.113
(61,70)  0.406  0.408 0.613 0.913 0.006  0.006 0.04 0.007 0.594 0.592 0.387 0.187
(71,80)  0.425 0.426 0.603 0.946 0.008  0.007 0.024 0.008 0.575 0.574 0.396 0.054
(81,90)  0.446  0.448 0.654 0.961 0.004  0.004 0.003 0.001 0.554 0.552 0.346 0.039
91,100 0.541 0.456 0.656 0.963 0 0.001 0.002 0.002 0.459 0.544 0.344 0.037

Kl 3(b) st T AERG B N 253 50 T, AR SR
55 SR [11-13] 115 AF P il 1 28 HL oA 3ok 2
o CHR[11-13]/E R VP A B 22 )77 10 h (51T
WAl G, EATMEEEARE . (HHTM% 5%
sz, HAGEVENERREE 0.4 £ 4 F1 0.65
A, STWAMALEMAERARRKER. M
A SR S AR VPGB AE 10 h 2 20 h Z [A] 4/
RE A LSO S . X2 AR SOl o T 4
[ B AL AT O RIATE NG, R MR T 2% i
i PR 5 B0 T 6 T RS AT R AT PR A 1 )
. NERAFULESR, EENSLRERES, £
SCRE A (A5 AT P Al 28 R AR K T SOk [11-13]

PR, AR ZE /N T SCHR[11-13]4 H AR A ) ik
% FHER B R T, 53R AT PR
BRI 2 J@ MES AT PP BB A b, A SO R
R T VA E R M . AR I 1A X ] (1,60) Y,
AR S B (P b o 22 AR T A 3 PR A,
B 7R 20 &S B AT VRl A v, A SO B
PEAS AN B 2 SR E A RE 77, T SCRR[11-13]
PEH IYIX 3 PRSI (R AR e ZE BN, (A3 PR
I [7) £ 7 £5 3R B VEANAE 0.4 A2 4 R0 0.65 /2
Fs ERFAEIX A (61,100), A ChrifEZE 5 H
fity 3 FPRERY (R AR v ZE A ZE /N, 4 B PR A R
TR o SCHR[11-1313 AR 78 R A S



od- I 1515 5 A 2 A

H9%

R 35 45 2% oK (B 2 A 0.366. 0345,
0.116. 0.041, FHE T SCHA[11-13]4 Hh A4,
AR SBR[ SF3 B R R BUE TR N, 5 S 4%
P& 2 P o

M 3 FTLAE H, TP IRE & S,
AR SCRLRY AR R B BUE AR, T At 3 PR
A0 R R AE R R, VLI A SO M EE R Bida 5t
[FRE A B et
4.2 TBEDHREETEH

SXof it B 326 B0 A 2H 3 T B AT A AT S
AL, — T ST S o — R AR R S
Ty AT BT AL R R N 4 R, BRARTS DL
N, R AGEHEEER TEE 0o HAL
R 5 SRR T1-13]52 H A R AT 6 B, &5 SR
Kl 4 fros.

Lol — AR
: e SRR
— SERR12Jf
osl SCRRL1 3]
' —— A

fEVEAHE

&

0 20 40 60 80 100

I il/h
(a) FERBBEIABE
0.6
— AR

05 —— SCRR[L1sER
: —— CHR[12]48E 2

SCHRR[13BER
0.4 —— AR

AEPASE

Ej

1

0 20 40 60 80 100
i [E)/h
(b) FBLIRBE

K4 XrBENLIEIR — A8 SRS LT
Figure 4 Trust evaluation of a randomly selected malicious node
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Table 5 Analysis of trust evaluation of malicious nodes in non-sparse environment
. LSkl B bR 72 Bk 7
R WO S RO KX U SORZ S Ak SR iz cwns A
(1,100 0.677  0.672 0.574 0.534 0.037 0.037 0.025 0.022 0.677 0.672  0.574 0.534
(11,200 0678  0.634 0.53 0.501 0.009 0.025 0.023 0.02 0.678 0.634 0.53 0.501
(21,30)  0.644  0.544 0.449 0.437 0.012 0.026 0.021 0.018 0.644 0.544  0.449 0.437
(31,40)  0.601 0.45 0.377 0.37 0.014 0.03 0.023 0.018 0.601 0.45 0.377 0.37
(41,50)  0.563 0.346 0.31 0.307 0.012 0.028 0.018 0.017 0.563 0.346 0.31 0.307
(51,60) 0478  0.265 0.251 0.257 0.029 0.021 0.012 0.014 0.478 0.265 0.251 0.257
(61,70) 0385  0.222 0.212 0.196 0.024 0.007 0.008 0.021 0.385 0222 0212 0.196
(71,80) 0288  0.186 0.177 0.128 0.034 0.023 0.017 0.0217 0.288 0.186  0.177 0.128
(81,90) 02 0.108 0.122 0.063 0.012 0.012 0.008 0.01 0.2 0.108  0.122 0.063
91,100 0.151 0.094 0.113 0.054 0.007 0.001 0.001 0.003 0.151 0.094  0.113 0.054
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Table 6 Analysis of trust evaluation of malicious nodes in sparse environment
. B B bR e %= Bk 7
i SCHR(ID] SCHR[12] SCER[13] ASSC SCER[11] SCER(12] SCBR(13] ACSCRERY SClR(11] SCR[12] SCHR[13] A
(1,100 0.201 0.35 0.261 0.145 0.046 0.045 0.028 0.116 0.201 0.35 0.261 0.145
(11,200 0.298 0324 0293 0.117 0.032 0.001 0.003 0.001 0.298 0324 0293 0.117
(21,30) 0327 0.311 0.273 0.113 0.001 0.008 0.009 0.005 0327 0311 0.273 0.113
(31,40)  0.323 0274 0233 0.094 0.005 0.014 0.015 0.007 0.323 0274  0.233 0.094
(41,50) 0312 0216  0.174 0.081 0.02 0.016 0.013 0.002 0312 0216  0.174 0.081
(51,60)  0.237 0.163 0.123 0.067 0.018 0.016 0.015 0.004 0.237  0.163 0.123 0.067
(61,70) 0.1 0.114  0.081 0.055 0.019 0.014 0.012 0.003 0.21 0.114  0.081 0.055
(71,80)  0.136 0.068  0.039 0.036 0.016 0.012 0.011 0.006 0.136  0.068  0.039 0.036
(81,90)  0.092 0.045 0.022 0.022 0.002 0.003 0.001 0.001 0.092  0.045 0.022 0.022
91,100 0.096 0.043 0.02 0.021 0 0 0 0 0.096  0.043 0.02 0.021
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Figure 5 Trust evaluation of a randomly selected dynamic node
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Table 7 Analysis of trust evaluation of dynamically changing nodes in non-sparse environments
e [Eicbolf RRUbRUE 2 MR 72
E R
SCHR[11] SCER[12]  SCHR[13]  ASC SCER[11] SCHR[12]  SCER[13] ARSCRERY  SCER[11] SC#R(12] SCHR[13]  ASCAEA!
(1,10) 0.696 0.711 0.787 0.779 0.05 0.067 0.054 0.048 0.304 0.289 0.212 0.211
(11,200 0.745 0.781 0.835 0.869 0.005 0.006 0.002 0.004 0.255 0.219 0.164 0.131
(21,30)  0.755 0.793 0.833 0.88 0 0 0.001 0.001 0.245 0.207 0.166 0.12
(31,40)  0.755 0.793 0.83 0.885 0 0 0.003 0.002 0.245 0.207 0.171 0.115
(41,50)  0.755 0.793 0.823 0.891 0 0 0.001 0 0.245 0.207 0.176 0.109
(51,60)  0.667 0.702 0.625 0.581 0.14 0.046 0.047 0.095 0.667 0.702 0.625 0.581
(61,70)  0.515 0.527 0.478 0.427 0.048 0.055 0.044 0.044 0.515 0.527 0.478 0.427
(71,80)  0.353 0.342 0.328 0.295 0.046 0.053 0.042 0.039 0.353 0.342 0.328 0.295
(81,90)  0.244 0.211 0.22 0.167 0.018 0.02 0.021 0.035 0.244 0.211 0.22 0.167
91,100  0.155 0.108 0.132 0.061 0.014 0.019 0.013 0.012 0.155 0.108 0.133 0.061
#* 8 FHRIME THHET LT /EETE S
Table 8 Analysis of trust evaluation of dynamically changing nodes in sparse environments
b BRI RRL bR E 22 TR 7
BrR
CHR[11]  SCRR[12]  SCER(13] AT SClR[11] STHER[12]  SCER[13]  AST SCER[11]  OCHER[12]  STHER[13]  ATC
(1,10) 0.264 0.372 0.625 0.488 0.04 0.036 0.025 0.08 0.736 0.628 0.375 0.512
(11,20) 0.348 0.392 0.692 0.739 0.022 0.015 0.007 0.04 0.652 0.608 0.307 0.261
(21,30) 0.373 0.419 0.701 0.835 0.001 0.002 0.003 0.013 0.627 0.581 0.299 0.165
(31,40) 0.369 0.413 0.697 0.86 0.003 0.003 0.003 0.005 0.631 0.587 0.303 0.14
(41,50) 0.37 0.392 0.679 0.879 0 0.003 0.002 0.001 0.63 0.608 0.32 0.121
(51,60) 0.318 0.354 0.331 0.258 0.015 0.016 0.053 0213 0318 0.354 0.331 0.258
(61,70) 0.277 0.29 0.249 0.116 0.011 0.02 0.019 0.009 0.277 0.29 0.248 0.116
(71,80) 0.227 0.206 0.165 0.088 0.011 0.026 0.025 0.011 0.227 0.206 0.164 0.088
(81,90) 0.187 0.114 0.075 0.05 0.01 0.028 0.028 0.011 0.187 0.114 0.074 0.05
91,100  0.172 0.05 0.023 0.023 0.001 0.001 0.003 0.002 0.172 0.05 0.023 0.023
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Table 9 Analysis of node trust assessment in a good
environment

it Y= W RURES HER [esier iy
RAF 1€ 18
FER B & 18
- B i 18
RAF 1€ 18
TR TR {lis Big
AN i 18
RAF BA% Big
EI= W B Big
BHEAN BAK Big
SCHR[12]
RAF BA% B8
TR TR L] &
AN AR B8
R AT B S
JER W B Btk
AN B Btk
SCHR13]
R AT B S
Wi W [ Btk
AN B Btk
R AT =5 Btk
JERM W [ S
AN =5 S
ASCHER
R AT & BN
BB = IS
5 RIE

AR T M T RRVEAE S R R A
WRPEAEIEAE T, SHAERARR, A3GET
R AT A SR AE N A AE 5% 3R (0 RN IR 2 40 JF:
FENLHT LRI PRV EAL A I AR, A AR o 7 R 4 34
S RMEE M . AT SRR R A R R SR A A2
RAMATHG, LB R %2R IRANE
AR RS2 00 B ONAS ARG B0 B . SeI 0 JAE R
RWT, AR SCRET T V8 2 15 L I 28 A 5 34 A2
ML IR T, #RAA B &, M
TRV HER Ik S e S . H AT, ARS8
MEEEER A, IFHNHRE T RIEFAE TR



68 - W2 55 (5 B 22 Al

H9%

7% 2 AR AL SR RS AR AR VRA OS2, i &3
B2 EAE R EAEE W, JFEEETE
A AR A S A B T A7) R OR R B 1 RE 2 R OR
BB WA

EEP S

[1] KHAN W Z, ARSHAD Q U A, HAKAK S, et al. Trust management
in social internet of things: architectures, recent advancements, and
future challenges[J]. IEEE Internet of Things, 2021, 8(10):
7768-7788.

[2] M, U6, KRR WM LR [T]. TR,
2018, 41(7): 1448-1475.

MI B T, LIANG X, ZHANG S S. Review of social internet of
things[J]. Chinese Journal of Computers, 2018, 41(7): 1448-1475.

[3] LUIGI A, ANTONIO I, GIACOMO M, et al. The social internet of
things (SIoT)-when social networks meet the internet of things:
concept, architecture and network characterization[J]. Computer
Networks, 2012, 56(16): 3594-3608.

[4] ARTZ D, GIL Y. A survey of trust in computer science and the
semantic web[J]. Journal of Web Semantics, 2007, 5(2): 58-71.

[5] ATZORI L, IERA A, MORABITO G. From" smart objects" to"

social objects": the next evolutionary step of the internet of things[J].

IEEE Communications Magazine, 2014, 52(1): 97-105.

[6] PREMARATHNE U S. MAG-SIoT: a multiplicative attributes
graph model based trust computation method for social Internet of
Things[C]//Proceedings of IEEE International Conference on Indus-
trial and Information Systems (ICIIS). 2017: 1-6.

[7] EKBATANIFARD G, YOUSEFI O. A novel trust management
model in the social internet of things[J]. Journal of Advances in
Computer Engineering and Technology, 2019, 5(2): 57-70.

[8] &7 F. PRI rp 2 TS AL B 22 2 HLIBT D). Kb
Bkt R, 2017,

GAI F Y. Research on security mechanism based on trust manage-
ment in internet of things[D]. Changsha: National University of De-
fense Technology, 2017.

[9] WEI L, WU J, LONG C, et al. On designing context-aware trust
model and service delegation for social internet of things[J]. IEEE
Internet of Things Journal, 2021, 8(6): 4775-4787.

[10] JAFARIAN B, YAZDANI N, HAGHIGHI M S. Discrimina-
tion-aware trust management for social internet of things[J]. Com-
puter Networks, 2020, 178: 107254.

[11] MEENA KOWSHALYA A, VALARMATHI M L. Dynamic trust
management for secure communications in social internet of things

(SIoT)[J]. Sadhana, 2018, 43(9): 1-8.

[12] CHEN I, BAO F, GUO J. Trust-based service management for
social internet of things systems[J]. IEEE Transactions on Dependa-
ble and Secure Computing, 2016, 13(6): 684-696.

[13] SAGAR S, MAHMOOD A, KUMAR J, et al. A time-aware similar-
ity-based trust computational model for social internet of
things[C]//Proceedings of GLOBECOM 2020 Global Communica-
tions Conference, 2020: 1-6.

[14] TRUONG N B, LEE H, ASKWITH B, et al. Toward a trust evalua-
tion mechanism in the social internet of things[J]. Sensors, 2017,
17(6): 1346.

[15] SAGAR S, MAHMOOD A, SHENG M, et al. Towards a machine
learning-driven trust evaluation model for social internet of things: a
time-aware approach[C]//Proceedings of MobiQuitous 2020-17th
EAI International Conference on Mobile and Ubiquitous Systems:
Computing, Networking and Services. 2020: 283-290.

[16] XL, ik, ARG, 5. JET 27 ME &5 A M RR 5
PHOEE AN, ERAGE ZLRVERIE, 2018, 15(4): 77-84.
ZHOU S, BIN S, SHAO F J, et al. Material diffusion recommenda-
tion algorithm based on multi subnet composite complex network
model[J]. Complex Systems and Complexity Science, 2018, 15 (4):
77-84.

[17] B3, 2 TR A E % PRI T AN G B AT AL (D). 75 8-
H R, 2012
SUI Y. Research on multi subnet composite complex network model
and its related properties[D]. Qingdao: Qingdao University, 2012.

[18] MARCHE C, ATZORI L, IERA A, et al. Navigability in social
networks of objects: the importance of friendship type and nodes'
distance[C]//Proceedings of IEEE Globecom Workshops (GC
Wkshps). 2017: 1-6.

[19] NITTI M, ATZORI L, CVIJIKJ I P. Network navigability in the
social internet of things[C]//Proceedings of 2014 IEEE World Fo-
rum on Internet of Things (WF-IoT). 2014: 405-410.

[20] OUECHTATI H, NADIA B A, LAMJED B S. A fuzzy logic-based
model for filtering dishonest recommendations in the social internet
of things[J]. Journal of Ambient Intelligence and Humanized Com-
puting, 2021: 1-20 .

[21] MARCHE C, ATZORI L, NITTI M. A dataset for performance
analysis of the social internet of things[C]//2018 IEEE 29th Annual
International Symposium on Personal, Indoor and Mobile Radio
Communications (PIMRC). 2018: 1-5.

[22] &%, GkfEML. BT EAEARIUE N =SR], R 5 A
T.fiE, 2020, 33(7): 600-609.

QIN Q, ZHANG H R. Three recommendations based on trust trans-
fer mechanism[J]. Pattern Recognition and Artificial Energy, 2020,

33 (7): 600-609.



9523

FRADMEE: T R Pt 20 R R A S MR R 15 AR PP A AT ©69 .

[EE R

ST (1976— O , 5, WADBKEA,
W, AR R, EES
[EPSIEERree Sok= 2 N Setaki 7)) PSR

BER, (1998— ) , &, WALIE AN, ]
B |5 N (T e P 2 1 S T N (AT e
T S {EAT .

&M (1966— ) , 2, FIALEMA,
A, Wb R R, B
AR 23 22 4. N TR BE N FH o

R (1975- ), 5, e, 1
+, WHACRHEOR IR, BT RIR
Bl HUEL NTEEE.

FE (1997- ), L, WHREHA, W
R R F A, BT oM
B,

XJE (1992—- O , H, WL E N, W
bR KA, EERER DT o
A B R 55 ) 42



